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CrossMark

Purpose: The objective of this study is to identify the critical dimensions and components
necessary for implementing e-learning with an omnichannel approach in upper secondary
schools.

Methodology: This study employed a qualitative research design, involving in-depth
interviews with 16 experts in the field of secondary education and e-learning. Participants
were selected based on their experience and expertise in educational technology, with criteria
including a minimum of five years of relevant work experience and familiarity with the
omnichannel approach in education. Data were collected through semi-structured interviews
and analyzed using content analysis to identify key themes and components of e-learning
implementation. The study ensured the validity and reliability of the findings through expert
reviews and the use of Cohen's Kappa coefficient for coding consistency.

Findings: The analysis revealed several critical dimensions categorized under “Effective
Factors" and "Infrastructure.” Key themes identified include the importance of technological
infrastructure, security and privacy measures, access management, content customization,
communication and collaboration tools, user experience design, continuous management, and
financial planning. Additionally, the study highlighted the necessity of a robust Learning
Management System (LMS) and the role of secure IT infrastructure in supporting e-learning.
These findings align with existing literature and underscore the multifaceted nature of
successful e-learning implementation.

Conclusion: The study concludes that the successful implementation of e-learning in
secondary education requires a comprehensive approach that integrates robust technological
infrastructure, security measures, effective content management, and continuous system
updates.

Keywords: E-learning, Omnichannel Approach, Secondary Education, Technological
Infrastructure, Content Management, Learning Management System (LMS), Educational
Technology, Security and Privacy.
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1. Introduction

The advent of e-learning has revolutionized the educational
landscape, particularly in response to the global challenges
posed by the COVID-19 pandemic. The shift towards digital
platforms for education has been accelerated by the need to
maintain continuity in learning during crises, resulting in a
significant transformation of traditional teaching and
learning methods. E-learning, defined broadly as the use of
electronic technologies to access educational curricula
outside of a traditional classroom, has now become an
integral component of education systems worldwide (Chen
et al., 2022; Mardani et al., 2024; Ofem, 2023; Wang et al.,
2024).

E-learning in secondary education is particularly crucial
as it caters to a pivotal stage in students' academic and
personal development. The flexibility and accessibility of e-
learning platforms allow for personalized learning
experiences that can be tailored to individual student needs,
thus enhancing the overall learning process (Bariham et al.,
2020; Haseli Songhori & Salamti, 2024; Shariati et al.,
2024). However, the effectiveness of e-learning in secondary
education is contingent upon several factors, including the
technological infrastructure, the availability of digital
resources, and the preparedness of both educators and
students to engage with these platforms (Bezi et al., 2024;
Delghandi et al., 2024; Jahanshahi et al., 2024; Joseph, 2023;
Por Jafari shir Joposht et al., 2024; Shariati et al., 2024).

The need for effective e-learning platforms has been
underscored by the challenges posed by the COVID-19
pandemic, which forced educational institutions globally to
rapidly transition to online learning modalities. This sudden
shift exposed the varying degrees of readiness among
schools, particularly in terms of infrastructure, digital
literacy, and access to necessary resources (Almatari, 2022).
Consequently, the pandemic has highlighted the disparities
in e-learning implementation across different regions and the
urgent need to address these gaps to ensure equitable access
to quality education (Padmini, 2023).

An omnichannel approach to e-learning, which integrates
multiple channels of communication and learning
modalities, has emerged as a promising strategy to enhance
the effectiveness of online education. This approach allows
for a seamless and cohesive learning experience across
various platforms, ensuring that students can access
educational content and interact with their peers and
instructors through multiple channels (Mittal et al., 2023).
The omnichannel approach also supports the personalization
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of learning experiences, enabling students to learn at their
own pace and according to their preferred learning styles
(Peiris et al., 2021).

In the context of secondary education, the omnichannel
approach can be particularly beneficial in addressing the
diverse needs of students. By providing multiple avenues for
learning and interaction, this approach can help mitigate
some of the challenges associated with e-learning, such as
digital fatigue, limited access to technology, and varying
levels of digital literacy among students (Pratama et al.,
2022). Moreover, the integration of different learning
channels can enhance student engagement and motivation,
which are critical factors in the success of e-learning
initiatives (Koumbis, 2021).

Despite the potential benefits of e-learning, its
implementation in secondary education is fraught with
challenges. One of the primary challenges is the lack of
adequate technological infrastructure, which is essential for
the effective delivery of online education. As highlighted by
Zhenchenko et al. (2022), the functionality and reliability of
e-learning platforms are heavily dependent on the
underlying technology, including internet connectivity,
hardware, and software resources (Zhenchenko et al., 2022).
In many regions, particularly in developing countries,
schools struggle with insufficient infrastructure, which
hampers the effectiveness of e-learning (Nyagorme et al.,
2017).

Another significant challenge is the issue of digital
literacy among both educators and students. The rapid
transition to online learning has exposed the varying levels
of digital competence, with some educators and students
being more adept at navigating digital platforms than others
(Fadhila & Istiyono, 2019). This disparity in digital literacy
can lead to unequal learning experiences, where students
with higher digital proficiency benefit more from e-learning
platforms than their less proficient peers (Vuorio, 2024).
Addressing this challenge requires targeted interventions to
enhance digital literacy skills among all stakeholders in the
education system.

The issue of accessibility is also a major concern in the
implementation of e-learning. In many cases, students from
low-income families or remote areas face significant barriers
to accessing online education, including lack of internet
access, insufficient digital devices, and limited support from
their educational institutions (Zahro et al., 2021). These
barriers can exacerbate educational inequalities and hinder
the effectiveness of e-learning as a tool for inclusive
education (Alalwani, 2022).
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Security and privacy are critical considerations in the
implementation of e-learning platforms. As education
increasingly moves online, the risk of data breaches and
privacy violations has become a significant concern for
educators, students, and parents alike (llham, 2024).
Ensuring the security of e-learning platforms involves
implementing robust authentication mechanisms, encryption
protocols, and access control measures to protect sensitive
information from unauthorized access (Shi & Zheng, 2022).
Furthermore, adherence to privacy regulations is essential to
safeguard the personal data of students and educators,
particularly in the context of online learning where data is
frequently exchanged across digital platforms (Ogboye,
2023).

The importance of security and privacy in e-learning is
further emphasized by the potential legal and ethical
implications of data breaches. Educational institutions must
ensure that their e-learning platforms comply with relevant
legal frameworks, such as the General Data Protection
Regulation (GDPR) in the European Union, to avoid legal
liabilities and protect the rights of students and educators
(Luo & Clifton, 2017). Additionally, the trust of users in e-
learning platforms is contingent upon the perceived security
and privacy of these platforms, making it imperative for
institutions to prioritize these aspects in their digital
education strategies (Xiong et al., 2021).

The successful implementation of e-learning requires
continuous management and support to address the dynamic
needs of the educational environment. This includes regular
updates to e-learning platforms to incorporate new features,
fix bugs, and enhance user experience (Ligiang, 2020).
Continuous management also involves monitoring the
performance of e-learning systems to ensure that they meet
the evolving needs of students and educators (Dai & Xia,
2020). Moreover, providing adequate support services, such
as helpdesks and technical assistance, is crucial for resolving
issues that users may encounter while using e-learning
platforms (Padli, 2023).

Financial considerations are also a key aspect of
continuous management in e-learning. The cost of
developing, maintaining, and upgrading e-learning
platforms can be substantial, particularly for institutions
with limited resources (Roten & Vanheems, 2022).
Therefore, educational institutions must carefully plan and
allocate their budgets to ensure the sustainability of their e-
learning initiatives (Mariappan, 2023). Additionally,
institutions may need to explore alternative funding sources,
such as government grants or partnerships with private
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organizations, to support their e-learning projects
(Aleshnikova et al., 2019).

Research has shown that e-learning can have a significant
impact on educational outcomes, provided that it is
implemented effectively. Studies have indicated that e-
learning platforms can enhance student engagement,
improve learning retention, and facilitate the development of
critical thinking skills (Oraif & Elyas, 2021). For instance,
the use of interactive features, such as quizzes, discussion
forums, and multimedia content, can make learning more
engaging and effective for students (Pangarkar, 2021).
Moreover, e-learning platforms that support personalized
learning paths can cater to the individual needs of students,
thereby improving their overall academic performance (Juty,
2024).

However, the impact of e-learning on educational
outcomes is not uniformly positive. In some cases, the lack
of face-to-face interaction, digital fatigue, and technical
difficulties can negatively affect students' learning
experiences and outcomes (Alalwani, 2022). Therefore, it is
essential to strike a balance between online and offline
learning modalities to ensure that students receive a well-
rounded education (Nashrey, 2021). Additionally, ongoing
research is needed to explore the long-term effects of e-
learning on educational outcomes and to identify best
practices for optimizing the use of digital platforms in
education (Rezi, 2023).

The implementation of e-learning in secondary education
presents both opportunities and challenges. While e-learning
platforms offer flexibility, accessibility, and the potential for
personalized learning, their effectiveness is contingent upon
several factors, including technological infrastructure,
digital literacy, security, and continuous management. An
omnichannel approach to e-learning, which integrates
multiple learning channels, can enhance the effectiveness of
online education by providing a seamless and cohesive
learning experience. However, addressing the challenges
associated with e-learning, such as accessibility barriers and
digital literacy gaps, is crucial for ensuring that all students
can benefit from this mode of education. The objective of
this study is to identify the critical dimensions and
components necessary for implementing e-learning with an
omnichannel approach in upper secondary schools.

2.  Methods and Materials

gonaltou,
@0

g
3
8
E-ISSN: 3041-8828


https://portal.issn.org/resource/ISSN/3041-8828

S,

g -
i‘ !g Haghiri Limodehi et al.
\ S

2.1.  Study Design and Participants

This study is designed to identify the key dimensions and
components necessary for implementing e-learning with an
omnichannel approach in upper secondary schools. The
target population includes active participants and experts
working in upper secondary schools. The following criteria
were used to select the experts:

- A minimum of 5 years of relevant work experience.

- Academic and scientific experience related to the

research topic.

- Awareness of technology in education, particularly

in the omnichannel approach.

The sampling method employed in this study is snowball
sampling, and the sample size was determined at the point of
theoretical saturation.

2.2. Measures
2.2.1. Semi-Structured Interview

To identify the foundational themes of the research,
interviews were utilized as the primary data collection tool.
These interviews were conducted following a structured
interview protocol. The interviews were designed to explore
the participants' perspectives on the critical dimensions and
components of e-learning with an omnichannel approach.

To ensure the validity of the data collection tool, the
interview protocol and the subsequent coding were reviewed
and approved by experts, university professors, and
practitioners in the field. The final version of the interview

Table 1

The Results of Qualitative Analysis
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protocol was sent to these experts, who provided feedback
and validation. The Content Validity Ratio (CVR) was used
to quantify this validity, with an average CVR of 86%, which
is above the standard criterion. Additionally, the reliability
of the coding was assessed using Cohen's Kappa coefficient,
which was calculated at 0.79, indicating a standard level of
reliability.

2.3. Data Analysis

Content analysis was employed to identify the
foundational and constructive themes of the research.
Initially, semantic expressions were extracted from the
conducted interviews. These expressions were then
conceptualized and coded. The codes were further analyzed
based on their semantic, conceptual, and functional
proximity. This process led to the identification of the
constructive themes that form the basis of the research
findings.

3. Findings and Results

For the qualitative data collection, interviews were
conducted with 16 experts who were knowledgeable and
well-versed in the research topic. Among the participants,
56% held a postgraduate degree (master's or higher), while
44% had a bachelor's degree. In terms of professional roles,
44% were assistant principals, 37% were principals, and
19% were specialists. Regarding work experience, 12% had
5 to 10 years of experience, 19% had 10 to 15 years, and the
majority, 69%, had over 15 years of experience.

Main Category Constructive Themes

Basic Themes

Effective Factors Technology and Infrastructure (1)

Security and Privacy (P)

Access Management (A)

Content Management (C)
Communication and Collaboration (CO)
User Experience (U)

Continuous Management (CM)

Technological Infrastructure (11)

Institutional Support and Equipment Procurement (12)
Bandwidth and Network Speed, Student Internet Access (13)
Security Protocols and Measures (P1)

Adherence to Privacy Regulations (P2)

User Authentication Mechanisms (P3)

Regulatory Compliance for E-Learning (P4)

Access Control Policies (Al)

Scalability of E-Learning Platform (A2)

Content Customization Tools (C1)

Adaptive Learning Algorithms (C2)

Collaboration Features (CO1)

Strategies for Student-Teacher Interaction (CO2)
User Interface and Experience Design (U1)
Real-Time Monitoring and Reporting (U2)

Feedback and Evaluation Mechanisms (CM1)
Continuous System Updates and Upgrades (CM2)

54

ip

i

5 Y
E-ISSN: 3041-8828

gonaltou,
-


https://portal.issn.org/resource/ISSN/3041-8828

i : !g Haghiri Limodehi et al.
N

International Journal of Education and Cognitive Sciences 5:2 (2024) 51-61

Support and Financial Management (S)
Infrastructure

Learning Management System (LMS) (LM)

Security (SE)

Information Technology (IT)

Communications and Coordination (CC)

Educational Tools (T)

Implementation and Maintenance Costs (S1)
User Support and Helpdesk Services (S2)
Backup and Data Recovery Plan (S3)
Learning Management System (LMS) (LM1)
Personalized Learning Paths (LM2)

Data Analysis and Reporting (LM3)
Secure Authentication (SE1)

System Encryption (SE2)

Role-Based Access Control (RBAC) (SE3)
Regular Security Audits (SE4)

Privacy Compliance (SE5)

Content Security (SE6)

Secure File Storage (IT1)

Mobile Compatibility (1T2)

Scalability and Performance (1T3)

Single Sign-On (SSO) (1T4)

API Integrations (IT5)

Communication Tools (CC1)

Video Conferencing (CC2)

Feedback and Evaluation Tools (CC3)
Gamification Elements (T1)

Accessibility Features (T2)

Virtual Labs and Simulations (T3)

Cloud Infrastructure (T4)

Student Progress Tracking (T5)

The analysis of the interviews led to the identification of
several key themes related to the effective implementation
of e-learning with an omnichannel approach in upper
secondary schools. These themes were categorized into two
main categories: "Effective Factors" and "Infrastructure."

3.1.  Effective Factors

Technology and Infrastructure (1):

Participants emphasized the importance of robust
technological infrastructure as a foundation for successful e-
learning. One interviewee noted, "Without proper
technological infrastructure, the implementation of e-
learning is doomed to face significant challenges.” This
subcategory includes the availability of essential
technological infrastructure (I1), institutional support for
acquiring necessary equipment (12), and ensuring adequate
bandwidth and network speed for students' internet access
(13).

Security and Privacy (P):

Security and privacy were highlighted as critical concerns
in e-learning environments. Participants discussed the need
for stringent security protocols and measures (P1),
adherence to privacy regulations (P2), and effective user
authentication mechanisms (P3). One expert mentioned,
"Maintaining the security and privacy of student data is hon-
negotiable in any e-learning platform." Moreover,
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compliance with regulations specific to e-learning was also
deemed essential (P4).

Access Management (A):

The ability to manage access effectively was identified as
a key factor in ensuring that e-learning platforms function
smoothly. This includes establishing clear access control
policies (Al) and ensuring the scalability of the e-learning
platform to accommodate varying numbers of users (A2). As
one participant stated, "Scalability is crucial; the platform
must be able to handle an increase in users without
compromising performance."

Content Management (C):

Effective content management is crucial for providing
personalized and adaptive learning experiences. This
subcategory encompasses tools for content customization
(C1) and the use of adaptive learning algorithms to tailor
educational content to individual students (C2). "The ability
to customize content based on student needs is what makes
e-learning truly effective,” commented one interviewee.

Communication and Collaboration (CO):

The success of e-learning heavily depends on the
communication and collaboration mechanisms between
students and teachers. Participants highlighted the
importance of collaboration features within the platform
(CO1) and the need for strategies to enhance student-teacher
interaction (CO2). One participant shared, "Interactive
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communication tools are vital for keeping students engaged
and facilitating meaningful learning experiences."”

User Experience (U):

User experience plays a significant role in determining
the effectiveness of an e-learning platform. This theme
includes the design of the user interface and overall user
experience (U1) as well as the ability to provide real-time
monitoring and reporting (U2). "A user-friendly interface
can make or break the learning experience for students," one
expert remarked.

Continuous Management (CM):

Ongoing management and continuous improvement were
seen as necessary for the long-term success of e-learning
platforms. This includes mechanisms for gathering feedback
and evaluating the system's effectiveness (CM1) as well as
regular updates and upgrades to the system (CM2).
According to one participant, "Continuous feedback and
system updates are essential for maintaining the platform's
relevance and effectiveness.”

Support and Financial Management (S):

Financial considerations and user support were identified
as critical components. This subcategory covers the costs
associated with the implementation and maintenance of the
platform (S1), the availability of user support and helpdesk
services (S2), and the importance of having a reliable backup
and data recovery plan (S3). One interviewee pointed out,
"The cost of maintaining the system is a significant factor
that schools must consider when adopting e-learning."

3.2. Infrastructure

Learning Management System (LMS) (LM):

The presence of a robust Learning Management System
(LMS) was identified as a foundational infrastructure
requirement. This includes the LMS itself (LM1), the
capability to provide personalized learning paths for students
(LM2), and tools for data analysis and reporting (LM3). "An
effective LMS is the backbone of any successful e-learning
initiative," noted one expert.

Security (SE):

Security within the infrastructure category focuses on the
technical aspects of ensuring a secure e-learning
environment. This includes secure authentication methods
(SE1), system encryption (SE2), role-based access control
(RBAC) (SE3), regular security audits (SE4), privacy
compliance (SE5), and content security (SE6). As one
participant emphasized, "Technical security measures must
be in place to protect both the platform and its users."
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Information Technology (1T):

Information technology infrastructure was highlighted as
a critical aspect of supporting e-learning. This includes
secure file storage (IT1), mobile compatibility (1T2),
scalability and performance of the system (1T3), single sign-
on (SSO) integration (1T4), and API integrations (IT5). "The
IT infrastructure must be robust and flexible enough to
support various devices and integrations,” one interviewee
commented.

Communications and Coordination (CC):

Effective communication tools are vital for the
coordination of e-learning activities. This subcategory
includes communication tools (CC1), video conferencing
capabilities (CC2), and tools for feedback and evaluation
(CC3). "Communication tools are essential for bridging the
gap between teachers and students in an online
environment,” stated one participant.

Educational Tools (T):

Finally, the availability of educational tools was seen as
essential for enhancing the e-learning experience. This
includes gamification elements (T1), accessibility features
(T2), virtual labs and simulations (T3), cloud infrastructure
(T4), and tools for tracking student progress (T5). One
expert remarked, "Innovative educational tools like
gamification and virtual labs can significantly enhance
student engagement and learning outcomes."

4. Discussion and Conclusion

The findings of this study provide a comprehensive
understanding of the dimensions and components essential
for implementing e-learning with an omnichannel approach
in upper secondary schools. By analyzing interviews with
experts and stakeholders, the study identified critical themes
categorized under "Effective Factors" and "Infrastructure,”
each contributing uniquely to the success of e-learning
initiatives. The discussion will first interpret these findings,
aligning them with existing literature, and then explore the
implications for practice, limitations, and suggestions for
future research.

The results underscored the significance of technological
infrastructure as a foundational element for successful e-
learning. The availability of robust technological
infrastructure, including bandwidth, network speed, and
institutional support for acquiring necessary equipment, was
consistently highlighted by participants. This finding aligns
with the work of Zhenchenko et al. (2022), who emphasized
that the functionality and reliability of e-learning platforms
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are heavily dependent on the underlying technology
(Zhenchenko et al., 2022). Similarly, Joseph (2023) noted
that the effectiveness of e-learning in secondary education is
largely contingent upon the availability of adequate
technological resources (Joseph, 2023). The consensus
across these studies suggests that without a strong
technological backbone, e-learning initiatives are likely to
face significant challenges, particularly in regions with
limited access to digital infrastructure.

Security and privacy were identified as critical concerns
in the implementation of e-learning platforms. Participants
stressed the need for stringent security protocols, adherence
to privacy regulations, and effective user authentication
mechanisms. These findings are consistent with the research
by Ogboye (2023), who highlighted the importance of robust
security measures in protecting sensitive information within
digital education platforms (Ogboye, 2023). The emphasis
on privacy regulations also echoes the work of Luo and
Clifton (2017), who argued that adherence to privacy laws is
essential for maintaining user trust in e-learning platforms
(Luo & Clifton, 2017). Furthermore, the necessity for
regulatory compliance in e-learning, as discussed by Shi and
Zheng (2022), reinforces the idea that institutions must
prioritize security and privacy to ensure the safe and
effective use of digital learning tools (Shi & Zheng, 2022).

The ability to manage access effectively was another key
finding of the study. Participants highlighted the importance
of clear access control policies and the scalability of e-
learning platforms to accommodate varying numbers of
users. This finding aligns with the research by Pratama et al.
(2022), who noted that scalability is crucial for e-learning
platforms, particularly in accommodating the fluctuating
demands of users during peak periods (Pratama et al., 2022).
The need for effective access management is further
supported by the work of Fadhila and Istiyono (2019), who
emphasized that access control is vital for ensuring that only
authorized users can access sensitive educational content
(Fadhila & Istiyono, 2019). These findings suggest that
institutions must implement robust access management
strategies to support the scalability and security of their e-
learning platforms.

Effective content management emerged as a critical
component of successful e-learning. The study found that
tools for content customization and adaptive learning
algorithms were essential for providing personalized
learning experiences. This finding is consistent with the
work of Oraif and Elyas (2021), who argued that
personalized learning paths enabled by adaptive algorithms
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can significantly enhance student engagement and learning
outcomes (Oraif & Elyas, 2021). Additionally, Zahro' et al.
(2021) highlighted the importance of content customization
tools in catering to the diverse learning needs of students
(Zahro et al., 2021). The alignment of these findings with
existing literature suggests that content management is a key
driver of e-learning success, enabling institutions to deliver
tailored educational experiences that meet the individual
needs of students.

The importance of communication and collaboration in e-
learning was another significant finding of the study.
Participants emphasized the need for features that facilitate
collaboration between students and teachers, as well as
strategies to enhance student-teacher interaction. This
finding is supported by the work of Nyagorme et al. (2017),
who noted that effective communication tools are essential
for fostering interaction in online learning environments
(Nyagorme et al., 2017). Additionally, the research by Dai
and Xia (2020) highlighted the role of collaboration features
in enhancing student engagement and facilitating
meaningful learning experiences (Dai & Xia, 2020). These
findings suggest that institutions should prioritize the
development and integration of communication tools within
their e-learning platforms to support collaborative learning
and interaction.

The study also identified user experience as a crucial
factor in the effectiveness of e-learning platforms. The
design of the user interface and the ability to provide real-
time monitoring and reporting were highlighted as key
components of a positive user experience. This finding
aligns with the research by Peiris et al. (2021), who
emphasized the importance of a user-friendly interface in
enhancing the overall effectiveness of e-learning platforms
(Peiris et al., 2021). Furthermore, the work of Pangarkar
(2021) supports the idea that real-time monitoring and
reporting tools can help educators track student progress and
identify areas where additional support may be needed
(Pangarkar, 2021). These findings collectively suggest that
institutions must prioritize user experience in the design and
implementation of their e-learning platforms to ensure that
they meet the needs and expectations of users.

Continuous management and ongoing updates were
identified as necessary for the long-term success of e-
learning platforms. Participants highlighted the importance
of feedback mechanisms and regular system updates to
maintain the relevance and effectiveness of e-learning tools.
This finding is consistent with the research by Modha
(2023), who emphasized the need for continuous
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improvement and adaptation in digital education platforms
to meet evolving educational needs (Modha, 2023). The
work of Zhenchenko et al. (2022) also supports the idea that
regular updates are essential for maintaining the
functionality and security of e-learning platforms
(Zhenchenko et al., 2022). These findings suggest that
institutions must adopt a proactive approach to the
management of their e-learning systems, ensuring that they
are continuously updated and refined to meet the changing
demands of the educational environment.

The financial aspects of e-learning implementation were
also highlighted in the study. Participants discussed the costs
associated with the development, maintenance, and support
of e-learning platforms, emphasizing the need for adequate
financial planning. This finding aligns with the research by
Mariappan (2023), who noted that the financial
sustainability of e-learning initiatives is a critical factor in
their long-term success (Mariappan, 2023). Additionally, the
work of Roten and Vanheems (2022) supports the idea that
institutions must carefully manage their budgets to ensure
that they can support the ongoing costs of e-learning
platforms (Roten & Vanheems, 2022). These findings
suggest that financial considerations should be a central
component of any e-learning strategy, with institutions
ensuring that they have the necessary resources to sustain
their digital education initiatives over the long term.

The presence of a robust Learning Management System
(LMS) was identified as a foundational requirement for e-
learning. Participants highlighted the importance of an LMS
in providing personalized learning paths and supporting data
analysis and reporting. This finding is supported by the
research of Padmini (2023), who emphasized the critical role
of LMS in structuring and managing online learning
environments (Padmini, 2023). Additionally, the work of
Rezi (2023) underscores the importance of personalized
learning paths in enhancing student engagement and
learning outcomes (Rezi, 2023). These findings suggest that
a well-designed LMS is essential for the effective
implementation of e-learning, providing the necessary
infrastructure to support personalized and data-driven
educational experiences.

Security within the infrastructure category was another
critical finding. Participants emphasized the need for secure
authentication methods, system encryption, and role-based
access control (RBAC) to protect the integrity of e-learning
platforms. These findings are consistent with the work of Shi
and Zheng (2022), who highlighted the importance of
security measures in safeguarding digital learning
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environments (Shi & Zheng, 2022). The necessity of
information technology infrastructure, including secure file
storage and mobile compatibility, was also highlighted,
aligning with the research by Ligiang (2020), who
emphasized the need for robust IT infrastructure to support
e-learning (Ligiang, 2020). These findings collectively
suggest that security and IT infrastructure are critical
components of any e-learning strategy, ensuring that
platforms are both secure and capable of supporting the
diverse technological needs of users.

Despite the valuable insights provided by this study,
several limitations must be acknowledged. First, the study's
reliance on qualitative data from interviews may limit the
generalizability of the findings. While the interviews
provided in-depth insights into the perspectives of experts,
the sample size was relatively small, and the findings may
not be representative of all secondary education contexts.
Additionally, the study was conducted in a specific
geographical and educational context, which may limit the
applicability of the findings to other regions or educational
systems. Furthermore, the study did not extensively explore
the experiences and perspectives of students, who are key
stakeholders in the e-learning process. Future research could
address these limitations by incorporating larger, more
diverse samples and by exploring the perspectives of
students more comprehensively.

Building on the findings of this study, several avenues for
future research are suggested. First, there is a need for
quantitative research that can test and validate the
dimensions and components identified in this study across
different contexts and educational levels. Such research
could provide more generalizable insights into the factors
that contribute to the success of e-learning initiatives.
Additionally, future studies could explore the long-term
impact of e-learning on educational outcomes, particularly
in terms of student engagement, retention, and academic
performance. This research could provide valuable insights
into the effectiveness of e-learning over time and identify
best practices for sustaining successful e-learning initiatives.
Moreover, future research could examine the role of
emerging technologies, such as artificial intelligence and
virtual reality, in enhancing the effectiveness of e-learning
platforms. These technologies hold significant potential for
transforming the educational landscape, and research in this
area could provide valuable guidance for their integration
into e-learning systems.

The findings of this study also have several practical
implications for the implementation of e-learning in
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secondary education. First, educational institutions should
prioritize the development of robust technological
infrastructure as a foundation for successful e-learning. This
includes ensuring that schools have adequate bandwidth,
reliable network connections, and access to necessary digital
devices. Additionally, institutions should implement
comprehensive security measures to protect the privacy and
security of students and educators. This includes using
secure authentication methods, encryption, and access
control policies to safeguard sensitive information.
Furthermore, educational institutions should invest in the
continuous management and updating of their e-learning
platforms to ensure that they remain relevant and effective
over time. This includes incorporating feedback
mechanisms, regular system updates, and ongoing support
services to address the evolving needs of students and
educators. Finally, institutions should consider adopting an
omnichannel approach to e-learning, integrating multiple
channels of communication and learning modalities to
provide a seamless and cohesive learning experience. By
implementing these practices, educational institutions can
enhance the effectiveness of their e-learning initiatives and
better support the diverse needs of students and educators in
the digital age.

In conclusion, the successful implementation of e-
learning in secondary education requires a comprehensive
approach that addresses the technological, security,
management, and financial aspects of digital education. By
aligning the findings of this study with existing literature, we
can better understand the critical factors that contribute to
the success of e-learning and develop strategies to overcome
the challenges associated with its implementation. Through
ongoing research and practical innovation, educational
institutions can continue to refine and enhance their e-
learning platforms, ensuring that they provide high-quality,
accessible, and effective education for all students.
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